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Firms ramp up compliance, premiums for cyber insurance after covid

moumita choudhury@livemint. com

BENGALURU

of growing cybersecurity

attackson Indian organiza-
tions, are raising the cost of
cyberinsuranceand stepping
up compliance

| nsurance companies, wary

norms.
According
industry  stake-

holders and experts, insurers
have seen record increases in
the number of cyber insurance
claims made by companies hit
by ransomware attacks and
more,

vearago, ICICI Lombard
witnessed an industrywide
increase of 40-60% inthe cost
of premium since the outbreak

 TECHCIRCLE

of covid-19, said Sanjay Datta,
the insurer’s chief of under-
writing and claims.

Aspokespersonforanother
insurance firm said unlike
insurance claims for vehicle
accidents, which usually range
in the hundreds of thousands
of rupees, cyber insurance
claims can run up
toS2-3million ata
time.

The number of
cyber policy claims and
reporting has soared more
than220%between 2020 and
2021, said Surya Narayan Saha,
research manager, finan
insights at market research
firm International Data Cor-
poration (IDC). This April, IDC
projected tospendabove $20
million in 2022 on cyber risk

f

technical officer at Bajaj Alli-
anz General Insurance, said
the company has seen a near
doubling of the number of
cyberinsurance claims filed by
corporates in the “last few
vears”. He added that
increased focus on digitaliza-
tion and remote work follow-
ing the pandemic, geopolitical
tensionsand increasing activ-
ity from ransomware groups
have contributed to these.
Ransomware is a type of
malware that encryptsacom-
pany’sdata, and asksittomake
paymentsinexchange forthe
decryption key. Groups run-
ningsuchattacks have evolved
dramatically since the pan-

demic, with criminal groups

Ransomwareisa type of malware that encrypts firm's data, and

asks to make payments in exchange for decryption key. cerrvmaces

even providing ransomware-
as-a-service to others, he
added. Ransomware is the
most common kind of cyber
threat claims are filed for.

In February, security firm

Crowdstrike identified a crimi-
nal group called Pinchy Spi-
der, which provided services
using a ransomware called
Revil, which was responsible
sworth $10 million at

nated in Russia, counts com-
panies like Apple-supplier
Qanta Computer among its | believe it. Now they come

victims.
For users of

“It's not like if you just tell
them we have implemented
certain measures they will

physically tocheck
whether all con-

the policy form that compa-
nieshavetofillin currently has
grown from two to five pages.

Datta said insurance firms
evaluaterisk by taking note of
everything froma firm'sinfra-
structureto thedata they han-

human firewall, process and
technology.
Thi;

cyber insurance, trols are in place,”
thismeansthatit’s he said requesting
gettingmore diffi- NUMBERofcyber  anonymity.

culttogetinsured. mlr'ggz'g'; i According o
Thechiefinforma- 2200 between2020  [CICI's Datta, with
tion security offi- and2021 i ing loss
cer of a domestic ratios, underwrit-
automaker said INSURERSare ers who a

7 - projected tospend : L

getting  cyber ouer©0millionin exposure faced by
insurance pres- 2022on cyberrisk clients are reposi-
ently requires management tioning how they
much more nego- evaluate  firms®

tiation for premi-

Garlier security reviews
used toinclude amacro-level
assessment of the applicant,
whereasnow, itsmicro-level.

security postures

before approving any insur-
ance proposal.

‘The insurance firm spokes-

person cited above said even

can't just have software fire-
walls in place, but will need
employeesdedicated to fight-
ing cyberattacks in order to
qualify forinsurance. Inaddi-
tion, reviews are conducted of
factors such as information
security policies, business
continuity plans, the kind of
data a company handles, and
itsgeographical presence.




