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Hackersare targeting machine identities to steal passwords, user info

NEWDELHI

ithcompaniesaccel-
erating adoption of |
Internet of Things

(I0T) and connected devices,
and cloud apps, to accommo-
date remote work
during the pan-
demic, machine
identities emerged
astheweaklink, withincreasing
instancesof cyberattackslever-
agingthedigital certificates.
For instance, in February,
Lapsuslaunchedacyberattack
nalsystemsand leakedtscode-
signing certificate online,
whichwas then used by other

TECHRCLE

hackers to bypass authentica-
tion protocols used by Win-
dows Defender, asecurity tool
built into all versions of the
Windowsoperatingsystem.
Gaming major Epic Games
and certificate authority Let's
Encrypt also suffered similar
attacksin April 2022 and Sep-
tember 2021, respectively.
Just as human
identities are pro-
tected with user-
names and pass-
words to authenticate access,
machine identities are pro-
tected by certificates. With
inereasing covid-led depend-
ence on communication over
connected devices, the number
ofmachineidentitieshavealso
surpassed humanidentities.
Asaresult, hackersare tar-

geting machine identities to
steal passwordsand userinfor-
mation by breaching a com-
pany'sinternal systems, In fact,
security firm CyberArksaidina
recent report that machine
identities now outweigh
humanidentitiesbyafactorof
15 times. Ifthese digitalidenti-
tiesgounmanagedandarenot
secure, itcould lead tothecrea-
tionofmany separateidentities
thatareincompatiblewitheach
other, and can create “signifi-
cant” cybersecurity risk, said
Prateek Bhajanka, cybersecu-
rity expert and vice president,
products,of Americansecurity
testing firm Breachlock. “Iden-
titiesfromanymachine canbe
stolen when the host is com-
promised. Say, in the case of
10T devices, when compro-

With digital

has grown exponentially.
Enterprisesthat fail tokeep up
withthevolumeandvarietyof
machineidentitiesmay end up

required,” hesaid.
Arecentreport by machine

identity management firm

Venafisaid theaverage number

withserious conse- of machine identi-
quences like data  SSSCe'[:1{: 888 ties per organiza-
breaches, outages, {31!\ @ tionreachednearly
and much more,” 250,000attheend
hesaid. MACHINE 2021, up by 42%
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and when the access rightsto
the database is abused, it can
leadtodataexfiltration.”

K. Dipu, head of opera-
tionsand customer service at

expressed similarviews. “With
digital transformation initia-
tives like cloud migration and
expanding DevOpsprocesses,
the need formachineidentities

following strong

successful authentication con-
trols. “Wealso control breach
bydisallowingall communica-
tion channels that are not

president, security
strategy and threat intelli-
gence, Venafi. “This rapidly
growinggaphas openedanew
attacksurface—fromsoftware

build pipelines to kubernetes
clusters—and that is very
attractiveto hackers,” hesaid.
Boceksaidwhilean average
organization will have more
than 500,000 machines by
2024, the problem s IT teams
use “multiple disconnected
andmanualtools” to trackdigi-
tal certificates.
“Thereareanumberofways
tosecure machine identities,”
said Mary Ruddy, vice presi-
dent analyst at research firm
Gartner, She said enterprises
must offer adequate guidance
to developers, security and
DevOpsteamsby defining how
thevarioustoolsin theirtech-
nologystacksshouldorshould
not be used, and under what
circumstances new tools or
instancescan be deployed.




